Machine learning basics with applications to email spam detection
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Without Hashing, the dimensionality of the feature matrix with 70 emails is 9403. After Hashing, the

Many spam filters rely on Domain Name System-Based dimensionality is reduced to the number of hash buckets (572, 1024, or 2048).

Blackhole Lists to keep track of IP addresses that send large
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Machine learning systems operate in two stages: training and

size

Performance

Performance of Different Classifiers

classification. k-Nearest Neighbors Decision Tree o I
o
-~ Predict the label of a data point X by using a Map observations about a data point’s features to &)
oot Ccarure , L . o . .
Sattom — [—— Classification | —— majority vote of the k closest data points to X determine its class. The tree is constructed to maximize 7
_ Clasifi 777:777777777‘ 77777777777777 — = — the information gain of its decisions. W]
Training e | P | e
raining Feature + e+ T % Root node W Sere
e Proprocessing ———s= Extraction/ . Leaming _ Lot - . - + Does email contain the w
iy A : - s word “free”?
T T ‘ L . K ' : Mo 2|
Image credit: “Statistical pattern recognition: A review” - | N e N Does the email Does the email 10
. + + + -Q: o + EO".‘.ZIn lhE:NDfd CDnt‘i'SW U’\E”Wl)rd O ogistic Rec Naive Bayesian _ID3wlo Pruning _ 1D3wiPruning 1-Nearest Neighbor
The goal of preprocessing is to remove any noise and - money t —— - gt — o " ’ ° ’
normalize the data, and create a compact representation of (a) 1-nearest neighbor  (b) 2-nearest neighbor  (c) 3-nearest neighbor
L . N . [Cspam ] [ Notspam ] [Cspam | [ Notspam |
the data. In training mode, the classifier will determine input Source: Seyda Ertekin, MIT Opencourseware, 15.097 Spring 2012. Credit: Seyda
patterns from a set of training data and determine how to Erickin [ Con cl usions }
partition the feature space. In testing mode, the classifier Naive Bayesian Logistic Regression ) )
assigns testing data to a class based on their features. Compare p(Spam|F,,....F,) an¥1 p(Ham[F,,...,F,) Fitali del tg the f tg 2=, The One-Nearest Nelﬂghbor algorithm h:id the best
Performance results are determined from these o 1""’Cn ERL ita me%llr model to the feature space =% performance with 99.00% accuracy, 98.58% precision, and
classifications. p(CIF,,....FH)=% PCIEynE) % C)p(ForenE, 1C) ol 100% recall.
A n hpf“ = S Femihait PGpamld) = o All of the algorithms had very high recall performance and
A dataset of 1000 emails from the Text Retrieval Conference SRS g {0 eRies gue Indepenilei eif ¢aoi eliasr = lower precision. This suggests it is easy to classify spam
(TREC) 2007 corpus was used to train and test the agmax  p(C=0)] [p(F = f1C=0) L HHam\2) =12 p(Spaml2)=o s emails correctly and more difficult to classify ham emails
classifiers. : - correctly.
[ Literature Cited ] [ Acknowledgements ] [ Further Information ]
A. Jain, R. Duin, and J. Mao. Statistical pattern recognition: A review. /EEE Trans. PAMI, 22(1):4-37, 2000. Thank you to our research mentors Xiaoxiao Xu and Arye We encourage those that are interested in learning more about
A. Ramachandran, D. Dagon, and N. Feamster, “Can DNS-based blacklists keep up with bots?,” in CEAS 2006 Nehorai for their guidance and support throughout this statistical pattern recognition and machine learning to look to
The Second Conference on Email and Anti-Spam, 2006. project. We would also like to thank Ben Fu, Yu Wu, and Andrew Ng’s Machine Learning course at www.coursera.org.
G. Cormack, “Email spam filtering: A systematic review,” Foundations and Trends in Information Retrieval, vol. 1, no. Killian Weinberger for their help in implementing the
4, pp. 335455, 2008. preprocessing, decision tree, and hash tables, respectively.

Christina V, Karpagavalli S and Suganya G (2010), ‘A Study on Email Spam Filtering Techniques’, International
Journal of Computer Applications (0975 — 8887), Vol. 12- No. 1, pp. 7-9



